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* Dear Mr. Weinberger,

In October 1953, the North Atlantic Aszsenbly crezted a
Sub~committee on Advanced Technology and Techn.- a3y Traansfer 4n
order to study how the Allfance nations can make sa*ter use of their
technological resources. A key patt of ae Su.-~ommittee's work is
an {avestigation of the Allfance’s technology teansfer =rublems.

At the Assemtly's latest meeting, held {fa Brussels in
Novenber 1984, the Sub-committee presenced its first report as a
result of which the Assembly passed a r2solution om technology
transfer., The resolution propcses a number of measures - described
in some detail in the report - which the Sub-committee feels would
greatly alleviate the Alllance's technclogs transfer difficulties.

Consequently, as Chairmaa nf the ~u!:--c:mnmittee, I am
sending copies of the report and the .esolution to officials, in all
the Alliance nations, who are {avolv~d im technology transfer. 1
hope that you, as one _i ttecs sf‘lcmls, will find the material
useful and constructiv:. I w~cyld also be 'very greteful £f you would
inform the Sub-commi‘ :ee of ,our appraisal oi its proposals.

A document on the respenses to our proposals 1s' being
compiled by Mr. Davi? i'olbs, Director ci{ the Assembly's Scientific
and Technical Ccumit.ee, +0 I wor'd "<« w12teful 4f you could send
your appraissl directly to hi= ¥ ..rxiiy however, if you have any
queries on this matter, pleace ¢ "ot hesTtate to rontact me,

Q00807110

Senator I-Z,a 1 Hastings ' ’
~ Chai{rman’:Sub-committee on

Advanced Technology and ‘ t C
‘l'echnology Transfer

C )"'A ' [

Mr, Calspar WEINBEZRGER - . i s \ NAR Q_Q,\Qgs

: This document bas boon’ OFN«’"
i‘e‘:r;:’:::a:: Defenca L for public relnase nrtl eala; i1

USA - WASHINGTON DC 20°~ di-tiibutien 11 voliet 1 8 5 5 0 8 Ot ..
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(84) 24 : 16,
URGES meaber governments of the North At!nnttc AIltance:
to consider the added expense, in terms of eflort and resources, of
the disagreement on technology transfer policies, and to assess the

savings and denefits of reachtng a cospromise on these policies;

to consult with _the United States in a reappraisal of the Military
Citticsl Technologies List 1in order to decrease Trestrictions on

' technologies which are already available outside the United States;

to consider the creation, in each All{ance nation, of & l‘ec};nology‘

Trsasfer Bureau to assume overall respoansibility for dealing with
ht;h-gechnolo;y exports, and to report their vievs to the Assembly;

to consider the creation of an Alliance Technology Agency to
harmonise research and developmeant {n the Alliance nations in corder
to rationalise the Allfance research and developaent effort by
identifying opportunities for collaboration and reducing unnecessary
duplication, and to report to the—Assenbly on the action. taken.
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NORTH ATLANTIC ASSEMBLY

AB 271 L
%
Resolution 156 ﬁ
-
- On Technology Transfer *® - .
- - - - - =
The Assembly, - é
_ - 3
. Recalling - its 1983 Resolution (146) om East-West Technolagy i
~ Transfer, which stressed the need to formulate & coherent Alliaace o
approach to the export of high technology goods to the Eastera bloc;
" ' Coneerned by fhe ncqulnition and exploitation of VWestera E
technology by the Enstern bloc to enhance Soviet and Warsaw Pact military
capabilities;

_ Agreed that the flow of Westera technology to the Eastera bloc -
nust not be pernitted to compromise Western security;

Welcoming recent agreements at the Co-ordinating Committee on

Multilateral Export Controls (COCOM) for regulating exports of certain
high techoology iteas; but

Convinced that actfions must be taken outcide the COCOM framewsrk

in order to harmonise fully the Alliance nations' high-technology export
policies ;

B [
RTIE o AEFATACIELCE aid (SMNCNCNARE

Avare of difference of opinion batveen Alliance nations over the
export of high—technology goods;

. '.,_1—..'-‘. RO

Concerned that these differences of opinfon are restricting the
transfer of technology betveen the Alliance nations and limitizg -
opportuaities for collaboratlon in high—technology p:ojectl, 5
‘Disturbed by unnecessary duplication ia Alliance civil and 3
n‘litary research and development efforts; "
- -
Persuaded that a nore rationalised Alliance research aal -
development effort cwould be facilitated by rvegsolving the different ;
.approaches to high technology exports; y:
‘ Recognising that although tne Agsembly's Sub-Comnittee on
Advanced Technology nnd Technology Transfer has only Just started its .
vork, it 1s still convinced that iumediate nctioan can be taken;
' ~ This document has boen arnooe ,n
f.1 public release and sale; its !
distribution is unlimited.
* Presented by the Scicntific znd Technfcal Comittee.
35N J4X3 ANIWNYIA0D LV 03DNA0YIIY

Iﬂ(lﬂ%ﬁﬁ?ﬁﬁﬁﬂﬁfﬂduu

" we A

, o ‘\-
: - ot ,-" .._~..-,-.‘.s.~.\\.~\

PO N SRR J"-(' ol z,.__. a,.;. \,_. R IR COC N Lt R s o R L S :
PRI SN ' LA =

.-‘.




'NORTH ATLANTIC ASSEMBLY

SCIENTI¥IC AND TECHNICAL COMMITTEE
INTERIM REPORT
of the
SUB-COMMITTEE ON ADVANCED TECHNOLOGY
- AND TECHNOLOGY TRANSFER
Mr. Lothar IBRUGGER (Fed. Rep. of Gcnnany)
_ Rapporteur
"\ -
- NOVEMBER 1984
'_‘1 '\ ; : '-' ANV '.'. . '.',".‘,-..'..-. ',-.'?-.':. ‘.\'_*.’,,s".‘ 4.\'.'.',‘-’ ARRA RPN PR e '.- """

. p . .. et e
! NN R T
PP
LI e L A

-.,.. ".
LAnE ARSI NE Y
v In"la‘l.!ﬂi
i RN R SN

' 1 SO
L P PEPL PR

T




NORTH ATLANTIC ASSEMBLY

SCIENTIFIC AND TECHNICAL COMMITTEE

INTERIM REPORT

of the

SUB-COMMITTEE ON ADVANCED TECHNOLOGY _
AND TECHNOLOGY TRANSFER

' Mr. Lothar lBRUGGER (Fed. Rep. of Gcrmany)
A Rapporteur

In accordance with A rticle 30, pamgmﬂu of the Rules q'Procedure,
' tIusRepr!umlahnofbydnCamnuttea :

| , S AB 222
International Secretariat T , STC/AT (84) 5
November 1984 T "~ Original: English

3SN3dX3 LNIWNY3IA0D 1v Q30NA0Yd43IY

ey enrararsrensescee.vin B o e . v . .
D O S T L R AR AL PR,

Rl R
o .
coale Lt

.
. .'
* t-.f :r .")br




TABLE OF CONTENTS

. Page
SUB-COMMITTEE ON ADVANCED TECHNOLOGY AND
TECHNOLOGY TRANSFER 11
SUB-COMMITTEE ACTIVITIES o {ii
SUMMARY ' iv
CHALLENGES FOR TECHNOLOGY POLICY
" A, INTRODUCTION ' 1 | e
i. Technology Transfer 1. g
{1. High Technology Research 2 Rl
1i1. High Technology and Economic Growth 2 o
. <
B. EAST-WEST TECHNOLOGY TRANSFER 3 .
C. THE SOVIET ACQUISITION EFFORT :
R '4.:'1
1. Legal Purchases 4 ol
1. Legal Exploitation of Open Sources 5 i
111. Illegal Acquisition of Technology 6 el
iv. Espionage 7 -
D. SOVIET GAINS FROM TECHNOLOGY TRANSFER ' 7
E. THE EXPORT ADMINISTRATION ACT ) 8‘
F. TECHNOLOGY TRMSFER; AN ALTERHATIVE PERSPECTIVE 8
6. WEST-WEST TECHNOLOGY TRANSFER o 10
H. TECHNOLOGICAL COMPETITIVENESS L 13
1. TECHNOLOGY musm- RESOLVING n: nxsnm:' 16
Appendix : Resolution 156 ' : . 24

ISN3IdX3 lNBNNHS)\OQ' iv 0330008438'

. : - .
. e : o .
B N AR TA L) R R R L A AV a X .- .--}.",- P A "'"-' ”. ." AT . .r'- FRFRTY .~'~".P"'.r .v".-\.r'a'.r'.-‘b‘




1.
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111,

SUB-COMMITTEE ACTIVITIES : 1984

14-17 FEBRUARY : PARIS, LYOM (FRANCF)

Meetings with O0.E.C.D., Electricité de France, officials
from the Ministry of Foreign Affairs and members of
parliament.

7-11 MAY ' : OTTAWA, TORONTO (CANADA) AND WASHINGTON (UNITED

e

SITATES)

Meetings in Canada with officials from the Department of
National Defence, the Department of External Affairs, the
ninfstry of Science and Technology, academic institutions
and high-technology companfes: in the United States with
officials from the Department of Defense, the Department
of State, the Office of Tecanology Assessment,

' high-technology companies, and 1independent security

analysts.

4-9 NOVEMBER : HAMBURG, . BREMEN, - PADERBORN,| COLOGNE

Meetings with high-technology companfes [aerospace,
computers, biotechnology, etc.), cfficials | from the
Ministry of Economics, the Ministry of Science and
Research . for  North-Rhine-Westfalia, and research
institutions. ‘
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o ' Alliarce's exploitation -of technology and to harmonise exportation.

iv. -

o
ok Atdanhc dssembly s

!
<=, This s the first Keport of\t;e/()Sub-Conittee on Advanced
: Technology and Technology Transfer. and so th» Keport commences with a
‘L ye vt peaiec wton description of the Sub-Committee's: areas of {interest, viz. Technology
‘ = - Transfer, High Technology .Résearch, and HWigh Teckiidlogy and Economic

}'rowth. \

“This Report concentrztes on technology transfer, describing
the flow of Western technology 1o the Eastern bloc and how this assists
the Soviet Unfon and its allies. The Keport then examines the differing
views on East-West technology transfer and what effect this has on the
transfer of technology between Alliance nations. A x; N

Following this, “there s a description of the relative
technological performance of the United States and the Allies. Finally,
the Report draws together many of the themes raised in order to formulate
some specific policy proposals intended to help resoive disagreements on
technology transfer. These proposals would involve reorganising the way
in which Allfance .nations licence high technology exports, and the
creation  of an Alliance technology' agency both to streamline the

polic.es.
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CHALIL.ENGES FOR TECHNOLOGY POLICY

A INTRODUCTION

1. Advanced technology plays an ever—incmsing role in society. To
cite just a few examples, in the military sector, new technologies raise
the prospect of constructirg defences against ballfstic missiles, and the
“ewerging technologies”  might radically inprove NATO's
combat-effectiveness and raise the nuclear threshold : in the civilian
sector, advanced technology might lead to the industrialisation of space,
the production of exceptionally powerful computers, the utilisation of
new sources of energy, and the development of new pharmaceuticals. The
exploitation of ncw technology is of crucial importance to NATO strategy
since the Allfance relies on its technological superiority to offset
Warsaw Pact numerical superiority and, more generally, progress in
technology is a key element in the economic health of West:n nations.

2. On several occasions, the Scientific and Technical Committee has
examined scientific and technical co-operation and competition within the
Alliance, and recently the Committee has devoted much attention to the
preblems of East-West techrology transfer. A larger, systematic study of
Alliance technology policies would thus be a natural continuation of the
Committee's work which might make a significant contribution.to the
formulation of 2 coherent Alliance approach to advanced. technology.
Consequently this study -- to be undertakem by the Sub-Committee on
Advanced Technology and Technology Transfer -- will 1{ivestigate the
problems and opportunities that advanced technology presents in order to
contribute ‘to the orchestration of co-ordinated Alliance research and
development policies and priorities. This study of technology policy
falls into three related areas : technology transfer, high technology
research, and high technology and economic qrowth. -

i. Technology Transfer

3. The most obvious aspect of this problem {s raised by the flow of
Western high-technology goods and expertise to the Eastern bloc. The
closing tachnological gap between East and West is viewed with alumu,
particularly in the military sector where Soviet capability is clearly

. being enhanced by the absorption of Western techmology and know-how.
However, while all Alliance nations agree that these technology transfers
should not bhe pemitted to Jjeopardise Western security, there is
- disagreement apout which areas of technology- should be limited and how
restrictions should be enforced. Furthermore, assessments of the impact.
of technology transfer to the Eastern bloc differ. Hungary and Poland are
two countries cited as examples of regimes which were able to loosen
their ties with the Soviet Unfon, in part because they benefited from
Western technology. On the other hand, there {s.no doubt that much
Western technology which has tound its way to the Eastern bloc: is used in
Harsaw Pact weapons.
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4. A particularly troublesome area is the "dual-use” technology,
technology which has both civil and military applications. Essentially,
there 1s no consensus on where to 4raw the 1ine on dual-use technologies,
nor on the balance of commercial and political benefits versus  the
security costs of technology transfer. This is an especfally complex
issue because not only are national viewpoints sometimes at variance, but
even domestic factions -- corporate interests, trade and defence
departments -- adopt difierent stances.

.5, As a result of all these differing perceptions of East-West

technology transfer, the flow of technology between Western nations has

 peen hindered. Much concern has been expressed over the extent to which
West-West technology transfer has suffered as a consequence of efforts to
stem the flow of militarily significant technology to the East. In fits
work the Sub-Committee should attempt to identify the areas of agreement
and disagreement regarding technology transfer and should seek to promote
greater understanding and co-operation among Alliance natiors.

it. High Technology: Research

6. Technological competition can stimulate progress but much
research and development performed within the Alliance is duplicative. In
part, duplication results from restrictions imposed on West-West
technology transfer but a lack of co-ordination is also to blame. Greater
co-operation would enable scarce research funds to be aliocated more
effectively, and more harmonised technology policies would facilitate a
freer flow of technology and expertise within the Alliance. This issue is
of critical importance since advanced technology prcjects can require
very large-scale investment and a much-desired increase in co-operation
.in defence programmes wculd require a greater pooling of technological
resources. The Sub-Committee on Advanced Technology and Technology
Transfer should investigate technoiogical competition between Western
nations with a view to discovering she factors which impede collaboration
and to try to assess where there are further opportunities for

_international co-operation.

i{4.  HKigh Technology and.Economic Growth

7.  New technclogy clearly plays a crucial role in national economfes
yet there is no obvious relationship between research effori and economic
achievement. For instance, the European Ce-munity spends more than twice
2s much as Japan on comwercial innovation but the contacts between high
technology companies, universities and research fnstitutions remain more
tenuous in Europe than in Japan or the United States. In this context, it
is important to assess key areas of new technology which Alliance nations
need to develop in order to. maintain economic comretitiveness with each
other pnd with Japan and other industrialised countries. Furthermore, the
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" problem of translating technical inventions into successful technoiogical
" {nnovations should be examinea. There 1{s- a need to dfscover how

technology policy can be formulated in order to stimulate the
exploitation of new technology. Therefore, the Sub-Committee should
examine the new technologies which are expected to contribute to economfc
gro:t: a:d the mechanisms whereby these new techmologies cam be :lLsorbed
y industry, ,

8. Essentially, disarray 1in Alliance technology policies is
detrimental to trade, technological progress, economic heaith, weapons
procurement and, indeed, Alliance cohesion. Furthermore, new techno’logies
affect a growing circle of activities and Alliance legislators are being
called upon to regulate their impact on national econcmies, trade ind
defence. Thus the formation of the Sub-Committee on Advanced Technology
and Technology Transfer {s both timely and useful. The purpose of this
Report is firstly to describe the problems which face the Allfance in the
areas of East-West and West-West technology transfer. Secondly, and most
importantly, the Report makes a number of proposals abcut how these
problems might be solved.

8. EAST-WEST TECHNOLOGY TRANSFTR

9.. For twenty years after World War II, the United States conirolled
exports to the Soviet bioc very closely. The United States reasoned that
the Soviet Union should be denied access “o0 the Western economic system
in order to protect and preserve a major Western advantage in the overall
strategic competition. Western economies were strunger, more flexible and
innovative, and much more responsive to consumer demands than was the
Soviet economv. 2uerican restrictions on East-West trade were. {ritended to
eaploit Soviet economic weaknesses by forcing the Soviet Union to divert
resources to the civilian economy that could otherwiss have been used to
promote even strorger conventional and strategic weapons programmes. The
Export Control Act of 1949 allowed the President to establish a long and
comprehensive 1ist of controlled commoditfes, includ'lng items of economic
and military s'lgn'lficance. :

10. In 1962, the Act was amended to streagthen and broaden the’
control of economically important goods. The Executive was directed to
deny licences for any export that wouid make a significant contribution
to the military or economic potential of nations thmtening the security
of the United States. ,

1. From the mid=1960s, this hard-1ine approach began to soften.
Priority was given to econnmic rather than to strategic considerations.
American diplumatic and f.reign-trade officials joined forces to argue
that incrcasing comvercial ties with the East could both lesser the
tensions of the Cold War and offer new markets for Western products.
President Johnson spoke of expanding trade” with the Soviet bloc as part
of a pol'lcy of "buﬂding bridges” with the East. President Nixon sought a
period of “co-operation® replac'lng one of "coniromtation”. :

"
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12. This mood was reflected in the Export Administratfon Act of 1969,
This declared that Unfted States policy was to “encourage trade with all
countries with which we have diplomatic or trading relations®. The Act
also noted that trade restrictions harmed the United States' balance of
payments. Under the terms of the Act, the Secretary' of Cormerce was
authorised to revise control regulations and to shorten the 1lists of
controlled commoditfes by removing {items of purely ecoromic or of
marginal military use. ‘

13. In sum, in the late 1960s and early 1970s, the American view on
technology transfer was this. Co-operation {in trade reduces tension,
opens new markets and eases balance of payments difficulties. In this
climate, the Soviet Unfon will pay greater attention to the neglected
consumer needs of fts people. Thus, with a 1ittle encouragement, the
Soviet Unfon will place les: emphasis on its military procurement
prograsmes and more on the consiwer sector.

4. This, of course, was not to be the case. The Soviet military
build-up continued and military force was used fncreasingly around the
world, efther directly or through surrogates. And what was especially
irritating about the Soviet military build-up was that Western technology
was being 1incorporated in many {tems of hardware. Indeed, it became
evident that the Soviet Unfon had embarked on a large-scale, systematic
effort to acquire Westerr technelogy. .

c. THE SOVIET ACQUISITION EFFORT

18. ‘The Soviet Union acquires Western technology by four principal
channels : legal purchases of “dual-use® technology, the legal
exploitation of open sour“s of irformation, the {llegal purchase of
technology, and espiondge aj,

1. Legal Purchases .

16. . There lt"Q iany exasples of the Soviet Unfon purchasing technology
for ostensibly civilian purposes and then exploiting that technology's

military potentfal. The Kama River Truck Plant was built over a period of

seven years with over $1.5 billfon worth of American and Western European
automotive equipment ‘and technology. The West was assured that only
civilian vehicles would be produced in the plant, yet Kama River trucks
were reported to have joined the {nventory of the .Soviet forces in
Germany 1in the summer of 1977. Kama River trucks also rolled into
Afghanistan with Soviet forces in late 1979 and edrly 1980,
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17. In the early 1970s, the Soviet Unifon bought over 160 precision-
grinding machines from an American company. These machines allowed the
Soviet Union to manufacture large volumes of small, high-precision
bearings for 1its strategic missiles much sooner than would have been
possible had the Soviet Union been compelled to rely on its own
resources. - These bearings improved the accuracy of Soviet wmissiles, a
development which caused much concern.

18. In the late 19705. the Soviet Unfon purchased two large floating
dry docks, one from Japan and one from Sweden. The Soviets gave their
assurance that these vessels would only be used to service merchant
vessels but they were diverted to wilitary service, one in the Soviet’
Pacific Fleet and the other in the Soviet Northern Fleet. These are the
only floating dry ‘docks capable of servicing the Kifev-class V/STOL-
carriers, and will assume even greater significance when the Soviet Unfon
constructs large carriers for high-performance aircraft, as 1is
apticipated for the 1990s. No Soviet shipyard would have been capable of
accommodating the construction of such dry docks vrlthout ujor
-odification and substantial capital outlay.

19. Oceanographic survey vessels fitted with some of the most modern
Western equipwent have also been purchased, possibly assisting progress
in Soviet anti-suburim warfare cmbﬂiﬂes.

20, Stnce 1569, the Soviet Unfon has bDeen developing a family of
. general-purpuose ccmputers known as the Ryad series. These computers
comprise virtually the entire Soviet and East Europesn effort in large,
general -purpose computers, and are used in & wide variety of civil and
nilitary applications. Western technology has aided their developwent by
furnishing desijn directions both at the system and component levels,
Indeed the architecture of these computers so closely resembles the IBM
360 and IBM 370 machines that the repair manuals are the same,

i1. Legal Expiofitation of Open Sources.

21, "In additfon to purchasing Western techmlogy directly and open'ly.
the Soviets make extensive use of open sources and scientific exchanges
to. acquire technology. Soviet representatives regularly attend M?h
technology  trade exhibivions and visit commercial fimms, particularly
smaller companies that are developing mew technologfes. Approximately

2 500 Soviet enginears and scientists go to the United States annually on
trade wissions. Thesc apparently trade-promotion efforts often conceal
attempts to acquire Western . technology, sometimes before fts military
applications have been identified and security restrictions imposed. -
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22. Sometimes Soviet officials order and receive blueprints from
Western high techmology companies. Thus, Soviet military aircraft
designers obtained plans and drawings for the C-5A transport aifrcraft
early in 1its development cycle. Contractors who lose in competitive
development programmes can, and do, release {nformation on their products
quite rapidly and whenever possible the Soviets take advantage of this.
Western unfversities are alsc targets: Eastern bloc scientists have
worked in the West on wilitarily relevant flelds such as aerodynamics,
cryogenics, optics, Tasers, computers, nuclear wmicroelectronics, and
structural and electronic materfals. Published journals and reports are
also used extensively. One estimate suggests that 1 000 Soviet officials
in the United States glean infomtion from open sources. One incident
11lustrates this very well.

23.  In 1979, two Soviet embassy officials travelied to Tennessee

where they .visited the public library and copied pages from an
environmental statement concerning government construction of a plant to
menufacture military explosives. A subsequent investigation revealed: that
the envirommental impact statement contained a wealth of technical
details which, when combined with other published data, could enable the
Soviet Unfon to duplicate the sntire manufacturing process involved.

111, Ilegal Acquisition of Technology

4, Naturally, such of the technology sought by the Soviet Union

cannot be obtained legally. Consequently, the Soviets employ a variety of.
methods to obtain 1t. Generally, this type of technology 1s purely

wilitary or s "dual-use” but with very clear military utility,

25.  One technique s break trade embargoes using "front" companies tc
ship techrological goods to a false company in a country not subject %o

- embargo, and then to ship the goods to the Soviet Union..One example of

this involved West German businessman Wermer J. Bruchhausen. Bruchhausen
travelled frequently between his hoae in West Gerwany and California's
S{licon VYalley where he established a group of. companies marketing
electronics and high-technology 1tems. His actual business was to export
- 111egally - some of the latest semiconductor manufacturing equipment to
Eastern Europe and the Soviet Union. In a four-year period about a dozen
of Bruchhausen's companies cvaded American export controls and sent more

than $10 millfon worth of computer chips and electronics equipment

through Eurcpean countries to the Eastern bloc. Included in more than 300
111egal shipments was al! the equipment required to build a
state-of-the-art semiconductor manufacturing plant. -
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26. Another example was a Californfa optics company which {llegally
sold 50 high-energy laser mirrors to the Soviet Unfon. False export
documents were .used to conceal the contents and destination of the
shipaents which, according to ome estimate, saved the Soviet Union
mil.ions of dollars and almost one hundred man-years of research and
development effort. In a further case, a Swedish company, Datasaab
Contracting AB, supplied the Soviet Union with American circuitry and
software which was used to give the Soviet afr-traffic network the
capability of tracking military aircraft. Another case involved the sale
of an electronics manufacturing facility which had been assembled without
arousing suspicion by ordering components from 50 coqnnies in six
countries. This facility may save the Soviet Unfon five years' research
time and bring umfacturing economies of 380 million annually for 10
years. ,

iv. Espionage

27, The exact nature and scale of this form of acquisition is
obviously difficult to evaluate. A year ago, the Federal Bureau of
Investigation was reported to be 1&v)est1gatfng at least 35 cases of
espionage in sflicon Yalley alone Not all cases are large but
some have been extremely damaging as cam be seen from two well-publicised
espfonage cases. The first concerns William H. Bell, formerly an
employee of the Hughes Afrcraft Corporation, and now serﬂng an 8-year
Jail sentence. In 1977 Bell struck up a friendship with a Polish agent,
ostensibly working for a company which acted as a consultant to firms
exporting ' machinery parts and tools to Poland. The agent offered
financial assistance to Bell -- who was in financial straits -- in return
for unclassified documents. Bell was thus compromised and became a
willing suppliers of classified information. For a total of $110 000,
Bell handed over details of many ftems of mflitary equipment ranging from
the' F-15 look-down-shoot-down radar and the quiet radar for B-1 and
Stealth bowmbers, to a ship-borne survefllance radar and a2 towed array
submarine system. In another case, a freelance electronics engineer,
James Deverard Harper, was pafd wmore tham $250,000 by the Polish
Intelligence Service over a four-year perfod in return for classified
documents on strategic wmissiles and Dallistic wissile defence
technology. The value of the documents to the Soviet Union has been
described as “beyond calculation «  Harper was sentenced to 1life
imprisonment. . - -

D. - SOVIET GAINS FROM TECHMOLOGY TRAMSFER

2.  The benefits to the Sccfet Unfom from 411 these forws of .
technol transfer ire all too wﬂous but 1t is worthwhile underlining
them expl feitly. ‘
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29. Firstly, it closes the techinological gap between East and West. .:

Since the West relies traditionally on its technological superiority to N

off-set 1ts numerical inferiority, thic is clearly an alarming state of o
affairs. To cite just one example of the West's diminishing technological

lead, in the mid-1960s Western computer and microelectronic technology ~

was estimated to be 10 to 12 years ahead of the Siviets. That lead is now N

down to three to five years. . -

30. Second, the Soviets save hundreds of millions of dollars ir b

. research and development costs : savings resulting from the elimination v

of costly and time-consuming research and development, and lower research L

and development costs in manufacturing final products. Third, the Soviets

achieve greater weapons performance, and countermeasures against Western

weapon systems can be produced more rapidly and cheaply. Fourth, it

contributes to the overall growth of the Soviet economy by:enhancing

productivity and, fifth, the West has to spend more and more to try to s

maintain {1ts technological lead and counter the increasingly potent 13
. Soviet milfitary threat. - '

E. THE EXPORT AOMINISTRATION ACT

AN. Concern about East-West technology transfer Ted the United States :
to tighten 1ts export laws considerably. In 1979, a new Export \

Administration Act was {introduced. Under this Act, exports can be )
controlled for three purposes :

-= To protect natfonal security’
-=To achieve foreign policy goals
- To pnvent the depletion of goods in short supply.

. gt v e

- 32. This Act covers not just technology which strengthens Soviet
wilitary power, but also technology which strengthens the entire Soviet
industrial base and energy infrastructure. The broad thrust of the Act is
to prevent the Saviet Unfon from compensating for its relative {nability
to innovate by acquiring technology from the Nest. Given the problems of
technology transfer described above, this might seem a wholly reasonable
course of sction to undertake, However, the Export Administration Act has
been criticised by commercial interests and by tha United States' Allfes.

. W oy ¥ v

F. TECHNOLOGY TRMSFEI AN N.TERNATIVE PERSTECT IVE

3. e Europuns view East-!ost trade relations as an. 1ntegral part
‘of their relations with the Soviet Unfon. They believe in prrsuing a dual
policy towerds the Soviet Unfon ; maintaining military strength while
continuing the dfslogue with the Soviet Unfon. Trade is seen as an
important: part of this dialogue. Economic relations are seen as a
stabilising factor, reinforcing the Soviet Unfon's {ncentive not to
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mich more trade-dependent than {1s ‘the United States' economy, and a
robust export sector Is seen as essential. Europeans do not believe that
the West can -~ or should try to -- bring about a Soviet economic crisis
and certainly do not feel that the power to effect a collapse of the S s
Soviet economy lies in Wester: hands. And, in any event, a crisis in the C

, o
9 b
disturd the European status quo. Economic relations are seen as a nommal ‘:-
and desirable aspect of East-West relations. According to this view, the 3
question is not whether or not to trade with the Soviet Union, but how to e
do so under optimal conditions. Essentfally, the European concept of :
security differs from that of the United States. The United States' NI
concept of security stresses the military dimension, whereas the European o
. concept also emphasises the economic aspects. . SR
k3 Europeans feel that East-West trade fs mutually beneficial, .__,.
contributing to the health of Western economies as much as it does to the s
Soviet economy. The reason for this is that West European economies are N

Soviat economy fs seen as being potentially dangerous since the Soviet
Unvon is 1ikely to become more belligerent in the face of major economic
problems than 1f its economy were functioning acceptably. On the ‘Siberian
gas pipeline issue, for example, West Europeans thought that assisting
the Soviet Union in developing domestic energy reserves had positive
security benefits. It was seen as diminishing Soviet interest in securing
energy supplies from the Gulf, thus 1impinging on Western security

. ’ . (BRI ERT o
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interests. Europeans 2lso objected to Americanm sanctions which would have
cost Europe far more than the United States. It 1s argued that trade
sanctions ncver affected Soviet behaviour over Afghanistan or Poland even
though some economic hardship may have been imposed. Trade is seen as
only a marginal influence on Soviet behaviour, affecting issues such as
emigration, but even then only if trade 1s used a carrot rather than a - e
stick. : '_
: : : o
35, In additfon, Western Europe sees trade as a means of forging tfes -
with Eastern Europe and stimulating East European independence from .the e
Soviet Unfon. Hungary 1s cited as an example of this. Trade and joint o
commercial ventures, it is suggested have assisted Hungary to develop its. ok
unique economic system which encourages & significant degree of -
decentralisation and private enterprise. In this view, Hungary's —
successful economic policies have facilitated the growth of a political
' climate permitting more individual freedom than that in the Soviet Unfon. "
It 1s also suggested that Poland's intensififed economic and polftical Ry
1inks with the West in the 1970s encouraged greater {ndividual o3
expression, leading finally to the creatiom of an independent trade union. o
i ) . . . s
L
36. " This approach to East-West trade s also sfezed upon by various
corporate interests in the United States. They point out that much of the N
technology embargoed by the United States is avaflable elsewhere and that ou

American sanctions only f{nhibit American exports. Also, licensing =
formalities can take so long that Eastern bloc nmatfons look eisewhere
, when the same goods can be obuim wore mickly.

[T
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37. For instance, as @ result of the pipeline sanctions, the
Caterpillar Tractor Company lost a $90 million order for 200 pipe-laying
tractors. These were purchased from Caterpillar's Japanese rival Komatsu.
The effect of this was to close the Soviet market to Caterpillar even
after the sanctions were Tifted and Caterpillar's reputation for
reliability was injured in other countries. Hhen the Soviet Union decided
to buy 500 new pipe-layers, Caterpillar was not even ?ﬂ(ed to bid on the
project and the $200 million contract went to Komatsu

38, American firms also point out that the Department of Defense's
1ist of Military Critical Technologies which cannot be exported to the
Soviet Unfon is ridiculously large and cumbersome. The Military Critical
Technologies List (MCTL) is over 700 pages long and critics ni?ain that
the United States has a monopoly on only 15% of the {tems on it

6. WEST-NEST TECHNOLOGY TRANSFER

39, The Alliance nations acknowledge their differences of opinion
regarding trade with the East and attempt to co-ordinate export policies
through a Co-ordinating Committee on Export Controls known as COCOM.This
Committee has refresenutives from all the NATO nations except Iceland
and Spain, and

American embassy in Paris and by mutual agreement restricts the goods
which can be sold to the Eastern bloc. The COCOM 11st of proscribed goods
1s, however, smaller than the American list: the United States restricts
more items than do the other Western Allfes. As a consequence of this,
mi Americans also restrict the sale of certain goods to the Western

es,

' , 40. for example, in 1267 the United States banned the sale of the

. Cray computer system to France. Consequently, the French defence ministry

turmed to the state-owne: Bull computer fim to develop its own

super-coaputer system, ISIS, to be available to the French armed forces

by 1985, In this case, the American ban has had an invigorating influence

" on the French computer i{ndustry. France will acquire the relevant

technology and may becom: 2 cmtzﬂ»r in this type of equipnnt not - as
might have Mppemd = 3 dependant

- a, When the Scientific and Technical Committee of the North Atlantic
- Assembly visited the European Space Research and Technology Centre in the
Netherlands, one of the facilities examined was devoted to ' the
development of advanced power suppliu for satellites. One of the
scientists there commented that the United States produced much better
pon;' :t'lpplies but their sale to Europe was prohidited by American export
regulations.
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42, Advanced computer languages and programmes developed in the
United States are being withheid from research in the United Kingdom.
Computer scientists have been unable to {mport software for the
computer-aided design of very large scale integrated circuits, as well as
"being denied access to a new method of checking that programmes work
correctly. ICL, a major British computer marufacturer, sells around L35
millfon worth of computers to Eastern Europe each year and most contain
American components. The company has experienced significant delays in
obtaining export licences for these cuquﬁers and ICL 1s clearly
concerned about these restriction.

43, Plasma Technology, a British supplier of chip-making equipment
revealed that 1t had been refused an export licence by COCOM to ship an
order to China. Yet an American competitor operating from a Swedish
subsidiary had sold identical equipment to China. John Bradburn Computer
Services was denied further supplies of electronic equipment from the
United States. The equipment, which involves a talking micro-computer
based on a voice synthesiser and a braflle reader 1s very sophisticated

but the company’ ? #rket'lng director could sec no possible military use’
for the equipment

“, Such 1is the bitterness that this type of case engenders that
Norman Tebbit, Britain's Secretary of State for Trade and Industry, said
of the prfnc‘lple governing American trade regulations, that the United
States should “"put 1t in a nice, leather-covered 7Sooln Teave 1t on a
shelf somewhere and let it get covered in dust®(7), Brian Oakley the
Director of a L350 million coqmtcr research programme - the Alvey
project - said that “if things don't improve the two communities will
drift apart, s would hate to see that happening. We both benefit from
. co-operation(8), . » :

45, The fo'llowing extract from a recent article in the British
*Sunday Times" {1lustrates the types of restrictions imposed on West-West
technology transfer at the research ind development level.

"Soth Mrs. Thatcher and Helmut Kohl, the West German chancellor,
“have protested to the Reagan administration about its latest
- efforts to check the flow of technology to the Soviet blcc. - ,
Amarica's - Euopean allfes are threstened on two. fronts, A
Pentagon crackdown on the flow oY data fs said by scfentists to
be threatening scientific advance, and. the administration is
seeking tougher sanctions agolnst companies that break American
export embargoes.

British. scientists are being denied access to American
laboratories, seminars and research papers; and American research
Institutions have been told not to publish the proceedings of
some recent conferences. The restrictfons go far beyond military
technology British. -~:ientists deicribe the position as

“notentially explosive”, pointing out that the American defence
department is now describing tho whole ares of bfotechnology as
strategically 1mmnt. A
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The Pentagon is proposing controls on Metals - the acronym for
1ts "militarily-significant emerging technologies awareness list"
- which, scientists say, covers virtually everything at the
forefront of research. '

An informal report, prepared last month by the (American) Academy
of Sciences, charges that the administration - which it says has
produced no evidence that open scientific discussion has damaged
US securfty - is pressing for controls which will serfously
restrict western scientific work. It particularly criticises bans
on the presentation of papers at fg,\ferences and on hiring
foreign researchers in certain fields”

46, As mentioned previously. United States export legislation is also
unpopular with the American business community. Proposals made in January
this year by the Commerce Department to tighten regulaticns further were
almost universally conde-ned by Unfted States businesses. The proposed
rules were described. as ‘“severely dmg‘lng to American exports,
unequivocal'ly disastrous® %o the country's economy and likely to
"exacerbate the friction" between the United States and its major trading
partners. According to many companies, the proposed new rules would have
crippled American competitiveness and would efther have duplicated rules
already n force or not have been sophisticated enough to achieve the aim
of nmtinﬁ }he 111egal diversion of sensitive technology to th2
Eastern bloc As a result of thase criticisms, in Septamber the
department of Commerce proposed a new set of rules which was greeted more
favourably by American businesses. The new regulations affect
distribution licences which authorise exporters to make wmultiple
shipments over an extended period under a single export licence, instead
of licensing each shipment 1nd1v1duany. With distribution licences,
companies would be required to be “self-policing”, ensuring themselves
that their products would not be 111icitly diverted to the Eastern bloc.
Compliance would be monitored by a series of random audfts conducted by
the Cosmerce Department, backed up by criminal and civil penalties for
companies doing business -- knowingly or umwittingly -- with technology
smugglers. Under the new regulations, vowever, more products would be
‘excluded from the wmultiple 1licensing procedures. Semiconductor
production equipment, digitally controlled equipment, some oscilloscopes
and electron and molecular beam equipment export Jicences would have to

" be approved individually in the same way that many goods -- ranging from
aircraft replacement parts to nuclear processing equipuent -= are under -
existing regulations.

47, Essentially. the purpose of the new regulations is to balance the
need to prevent diversion of sensitive technology with the need to ensure
competiveness 1in foreign markets. This is to be achieved by,
concentrating resources on the most critical areas while making
procedures easier for dealers 1in less sensitive technology. The
Department of Commerce {s appraising reaction to the new proposed‘
regulations and hopes to implément them in January 1985
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48. This shift in policy by the Commerce Department, however, does
not mean that the United States f{s rehxing overall export procedures.
Indeed, the reverse is true. Within the Pentagon, responsibility for
reviewing exports has been shifted from the Undersecretary for Research
and Engineering to the Deputy Assistant Secretary of Defense for
international Economic, Trade and Security Policy. The Research and
Engineering office works closely with industry and 1s sensitive to the
preference for less restrictive controls, whereas the Intermational
Security Policy office favours more restrictfons. In addition, the
Pentagon has been given authority to review a wider variety of goods and
also to examine exports to non-communist coumries where diversion of
technology to the Eastern bloc is thought to be wost prevalent. These
new measures do not grant the Pentagon a veto on exports : in the event
of 3 conflict between agencies over particular licences, the President
would make the final decision. Not surprisingly, American business
reaction to what it sees as further bureaucratic interference with trade
has been unenthusiastic.

H. TECHNOLOGICAL COMPETITIVENESS

49, There are two conflicting approaches to East-West trade. and
technology transfer : a restrictive approach and a 1{beral approach, The
restrictive line takes the view that trade with the Eastern bloc
facilitatés its wmilitary build-up .by providing technology and thereby
freeing resources which can then be devoted to defence. The denial of
the trade, therefore, may compel the Soviet Unfon to divert resources
away from the defence sector in order to support the ailing civil
economy. The more 1liberal line is that trade is an unwieldy and
ineffective instrument with which to pursue political objectives. So
* -~ long as the Soviet acquisition gs specifically military equipment fis

prevented, that is sufficient(11), = Generally speaking, the United
States Administration takes the forwer 1ine while Western Europe and many
American. companies take the latter. [These differing perspectives can
cause a host of difffculties, some more obvious than others. The
acrimony caused by the Siberfan gas [pipeline issue {is probably the
best-known example, but there are many| others, such as those described
earlier, where West-West technology transfer has been impeded. It will
be argued later in this Report that several policy finitiatives could be
taken which would greatly alleviate the disagreements on technology
transfer. However, in order to appreciate these fully, {1t 1s necessary
to examine, briefly, another area of concern which relates to the
.exploitation of technology within the Aljiance. -

50. A major concern 6f European governments is that Europe is rapidly
Josing its abilfty to compete internationally in the marketing of high
technology s. This concern is well founded. In 1978, Western Europe
acquired a mi1lion trade surplus ih high technology trade; by 1982, -
there was a $10 billion deficit primarily as a result of imports from the
Unfted States and Japan. In electroni¢c microprocessing, Western Europe .
has captured only 10% of the ﬂ){ d market whereas the Unfted States and
Japan command 80% between them!'</, - -

'
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51. Evrope's disappointing performance in high technology markets is
due to many factors. An important point to note, though, is that neither
scientific’ and technical capabilitizs nor the level of funding for
resesrch and development (R. and D.) is to blame. R. and D. expenditure
in the European Community was about $40 billion in 1980, compared with
$43 biliion 1n the United States and $15 billion in Japan. In all cases,
this is equivalent to approximately 2% of Gross National Product. That
is not to say that the shape of the European R. and D. effort is ideal :
a naticnalistic approach to R. and D. leads to a duplication of effort
which means that scientific and financial resources are 1inefficiently
employed when the European R. and D. effort is viewed as a whole.

52, Essentially, cturope’'s high technology problems are due to two
principal factors : nationalism and an inability to transform technical
ideas into successful technological inmovations. Nationalisr {is probably
the greatest hindrance and it manifests itself in many ways. Eurcpe's
hotch-potch of national safety, design and technical standards
effectively impose a tariff of about 102 on all goods traded within the
European Community : almost 800 complaints that technical standards are -
being used to curb imports are on file at the European Commission.
Consequently, manufacturers tend to focus on domestic markets. For
instance, nine different telecommunications switchgear systems operate in
Western Europe, and there is virtually no trade in them in Europe. This
narrow focus means that individually, companies cannot keep up with
American and Japanese pace-sétters because they cannot afford the same
investment in R and D. Cooperative R and D, however, is also hindered by
nationalism. Governments, for the best of reasons, attempt to protect
Jobs rather than seek a divisfon of labour based on technical
considerations. Even when solutions are found, political wrangling can
impose delays which allow competition to move still further ahead. It is
worth looking in some detail at an example in the aeronautical field
which i1lustrates this vividly. , »

53. In the United States, NASA has almost completed 2 new type of
computer to predict air flow over proposed. designs. Indeed, a second
- generation of this type of computer will be introduced in 1987, .This
will produce even better, faster and more comprehensive predictions. To
complement these computers, NASA. is also constructing a new type of wind
tunnel -~ a cryogeni¢c wind tunnel - which will make experiments with'
medels far wmore realistic. In Europe, however, research programmes are
fragmented and an effort to cooperate on a programme equivalent to NASA's
cryogenic wind tunnel {s stalled as the Unfted Kingdom, France, West
Germany and the Netherlands cannot agree on a location. As: for the
. computer simulation of acrodynamics, there is no unified European effort,
s0 the American effort goes virtually unchallenged. According to an
editorial in Flight International, however, the Americans “"are ready to
share the work on cryogenic wind tunnel testing and might be prepared to
share the comouter research... if Europe could produce a useable
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facility.” The calculations needed for computer simulation are so
complex, and the market is expected to be so large, the Americans “will
be pleased to share out the work, but camnot do so until the European
effort ceases %o be fragmented and becomes well encugh organised to
undertake a realistic workshare." Flight Intermational concluded that
“the benefits of such a combined Euro-USK wind tunnel aerodynamics
research computer and cryogenic programme would be inestimable. The flow
of air over moving surfaces is still an incompletely understood art; the
solutions to these problems will tecome increasingly valuable, both to
aerospace companies and to the researchers who can produce those
solutions, At present the Americans are way ahead. The Europeans could
still compete, and could even cooeﬁsse -= but only {1¥f they first
organise, and then apply, themselves,

54, In part, nationalism 1is responsible for Europe's other high
technology problem, relative inability to innovate. As noted earlier,
some R. and D. 1s duplicative and small, national markets 1imit the scope
for mountirg the very large R. and D. effort required in some fields.
This, however, 1s not the whole story. Europe is simply not as good as
the United States and Japan at getting technology out the laboratory and
into. Industries. Academics traditionally have been unenthusiastic about
becoming involved in industry and this attitude is changing only siowly.
Contacts between academic institutions and the dusiness sector remain
relatively poor. Furthermore, Europe 1{s not producing enough
technologists in the fields required by industry. In 1982, or instance,
less than 1000 electrical engineers graduated from Gerwan universities
and Italy's educatfonal system is only expected to provide 103 of the
H‘gmtion ‘specialists that industry will require over the next decade

Another problem for potential {nnovators {is the shortage of
venture capital in Europe. At a conference of over 200 European chief
executives 831 of the executives felt that venture capital -- and the
managerial skills that often accompany 1t -- was important for financing
hign technology investments. Funds from the European Economic Community
and from banks were also felt to be 1lportant but only by 20% and 35%
respectively. i

55. Despite Europe's difficulties, the picture is not all bad.
Europe s . technical expertise is beyond doubt, and there are many exanples
of innovative success. - But Europe has the potential to do much better, a
fact which is recognised by governments. There are repeated calls for
more cooperation between nations, and many European governments are .
putting more money into high technology research and providing venture
capital funds. The Europzan Commission 1s also trying to lay the
foundation for future information- technology develcpment by funding a
research prograsme kniwn as ESPRIT in conjunction with Eurcpean computer
companies. However useful such initiatives will no doudt be, there is
reason to believe that much more could be done.
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56. In the first place, the European Community does not include .
Iceland, Norway, Spain, Portugal, Turkey and Canada and it does include
Eire, a non-Alliance nation. Clearly, inftfatives seeking to promote
greater technological cooperation with the United States should embrace
these nations. For example in a visit to Canada earlier this year, the
Sub-Committee on Advanced Technology and Technology Transfer witnessed
many 1instances of Canadian technolougical excellence which clearly
demonstrated that Canada has much to cffer in collaborative projects. In
addition, military R. and D. 1s a very significant element in many
nations' R. and D. efforts but is omitted from European Community
activities. Furthermore, the survey of European chief executives
mentioned earlier indicated a much higher - degree of interest in
transatlantic cooperation than in iantra-European cooperation. Of course,
efforts to promote greater intra-European cooperation should be pursued
and might facflitate greater transalantic cooperation but policy
initiatives giving equal emphzsis to cooperation with the United States
would probably be greeted with more enthusiasm by industry.

57. Proposing that the Alliec shculd seek closer cooperation with the
United States in high technology begs iwo very important questions.
Firstly, what would the United Statss have to gain? Second, how could
greater cooperation be achieved. The answer to the first question is --
perhaps surprisingly -- quite straightforward. The United States is not
ismune from increasing R. and D. costs, nor is American technology
superior in all areas. The United States could benefit frum having
access to . European technological expertise, by reducing United
states/European duplication in R. and D., and by sharing R. and D.
costs. Furthermore, projects {involving European partners have a much
better chance of gaining acceptance in European markets, promoting
economies of scale and standardisation. These benefits are especially
important in the military sector. Weapons i{ncorporating “emerging
technologies”, for {instance, would be purchased by Europe much more
readily if European industry had a share in their development and
production. In aerospace, in particular, greater cooperation could be
useful. In this area Europe and the Unfted States are -- by and large --
technological equals. ' Projects are expensive though; more pooling of
.resources could lead to lower development costs, larger markets and lower
unit costs. This in turn would allow procurement of greater numbers for
~a given expenditure and would also promote greater standardisation
" leading to greater operational efficiency.

58. Transatlantic cooperation is, of course, already taking ). ace on
a govermment-to-government basis and on an industry-to-industy bacis but,
as with intra-European cooperation, the situation could be better. But
achieving greater cooperation is easier said than done. The impediment .
vtm'lchfis most relevant to this analysis is the problem of technology
ransfer,
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I. TECHNOLOGY TRANSFER: RESOLYING THE DISPUTE
59. From the discussion of technology transfer problems presented

earlier in this report, it is easy to see how sharing technology witmn
the Alliance is no simple matter. There were encouraging signs earlier
this year when 1t was announced that ayreement had been reached at COCOM
on new export controls for a variety of high technology {items. The
agreement specified what sorts of computers could be exported to the
Eastern bloc and also laid down which computers could be sold at
"national discretion®. Controls were 21lso agreed on sophisticated

" telecommunications equipment and -- for the first time -- agreement was

reached on the export of computer software. The new agreements arc a
welcome development but unfortunately they fall far short aof resolving
the differences of opinion on technology transfer. Since agreement was
reached there have been numerous protests in Europe about American export
contro's. American export licence requirements have delayed the sale of
& $21 million computer to Japan. In Germany, the Economics Minister
Martin Bangemann, warned Washingion that Bonn would "not tolerate further
attempts to restrict technology transfer and would, if necessary, Tegally
prohibit its companfes from complying with 'extraterritorial’
restrictions imposed by a foreign natfon®. Austria declared that it
would resist American pressure to adopt export curbs on advanced
technology items. France and the United States are at odds over the
possible sale of telecommunications equipment to Bulgaria. A West Lerman
research institute has .accused the United States of using its export
controls as a protectionist tool. In Belgium, the proposed sale of
machine tools to the Soviet Union was the source of disagreement with the
United States. The European Community i{ndustry ministers {informally
agreed that U.S. policy was. hindering technology transfer, and the
European Commissioner for industry stated that “we are going into a major
fight with the U.S. which will make chicken-feed of our agriculture
dispute. ,

60. Clearly, the Alliance .: still at odds over the technology

. ‘transfer 1ssue. So what can be done about {t?

61. The first tMng that should be done is a major revisfon of the
Mititary Critical Technologies List (MCTI.). The, MCTL describes the
technologies which should not be exported to "Eastern bloc nations and
also includes technologies to which non-Communist nations have only
limited access. As mentioned previously, the MCTL {is criticised because
it is cumbersome and includes. technologies which are available
elsewhere. Only this year did the U.S. Department of Commerce create a
small divisfon to examine what technologies &re easily obtainable abroad
and to include this appraisal in technology transfer rulings. This is a
welcome development but does not go nearly far enough. The United
States, in conjunction with the Allfes, should rigorously assess which
technologies on the MCTL ar. only available in the United 'States.
Furthermore, this asséssment shouid not be on a purely
component-for-component basis; functional equivalence should be the
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yardstick. If item "A" on the MCTL is not available elsewhere, but an
item "B" s and eerfoms an equivaient function, there is no point in
restricting item Essentially, what is called for is a large-scale
technology 'audit' to establish which technologies on the MCTL can in
fact be controlled by the United States, which technologies are already
ava“a:}e to the Allies, and which technologies are even more widely
available.

62. Rationalising the MCTL would be a profoundly, useful step.

Enforcement resources would not be wasted 1in attempts to control

technologies which are avaflable elsewhere. Consequently, genuinely
. critical technologies could be monitored more effic'len%y. *

rationalised MCTL would also prevent a lot of unnecessary acrﬂnony

between the United States and the Alljes.

63. Another initiative which would greatly assist in coordinating
~ Alliance technology export procedures would be to “streamlfne” and

harmonise domestic practices for evaluating technology exports.
Technology exports are administered in different ways by the Alliance
nations. Generally speaking, departments responsible for trade, foreign
affairs and defence all provide input on East-West technology transfers,
though still more departments -- up to 14 in the United States -- may be
involved. In some {instances responsibilities can be diffuse, making
nation-to-nation contacts unwieldy. If each Alliance nation created its
own Technology Transfer Bureau with ultimate responsidility for .
technology transfer this ‘could have considerable benefits. AN
interested parties -- Defence, Trade, Foreign Affairs etc.-- could
provide their input for each particular case, allowing the Technology
‘Transfer Bureau to see all points of view. The Bureeu's senior staff
might consist of representatives from all interested parties to, ensure
balance. Intemationﬂ dealings would certainly be made easier since by
focussing responsibility in one office -- and relegating other
departments to acting in advisory capacities -- negotiations would be
less complex. Certainly this {nftiative might meet 'bureaucratic
resistance -- no department likes losing "turf® -- but 1t would not be
expensive: manpower could be provided by those departments involved in
technology transfer and the number cf staff need not be large. (COCON has .
operated for years with a staff of less than thirty).

64, * Another useful" technology transfer init{ative 1s already in hand:
the expansion and streamlining of COCOM. Details are surprisingly scarce
but it appears that for many years, office space, staff and equipment
have been barely adequate.

65, The inftfatives suggestrd above would all help alleviate the
Allfance’s technology transfer problems, but they would not solve them,
A resolution of the technology transfer dispute, however, may not be as
alusfve as s often supposed. The stumbling block {s that the problem is
generally analysed too rarrowly., Instead of looking solely at technology
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exportation policies, the Alliance should look more broadly at technology
exploitation policies. The existing focus concentrates attentfon on the
direct costs of the differing approaches to technology transfer but, in
reality, what should be examined are the opportunity costs. This cleariy
requires some explanation and the best pgace to start {s by briefly
Tooking at the areas of agreement on East-West technology transfer,

66. . A1l the Allies are agreed that products, production techniques
and expertise which directly contribute to the Soviet \Union's
technological ability in the military sector should be embargoed. At the
other end of the scale, there is some disagreement but a concerted effort
combined with a dispassionate appraisal of the overall technology market
could probably resolve the differences relatively quickly. This is in .
the areas of trade and technolsgy where the wmilitary relevance is
negligible or where alternative, non-Allfed suppliers exist. In these
areas the effort to prevent trade is fruitless: the goods are freely
available elsewhere on the world market and enforcement resources would
be better applied in more critical areas.

67. That Teaves a substantial middle-ground corresponding to dual-use
technologies 1.e. technologies which can be used for efther civil or
military purposes ihen it comes to East-West technology transfer, the
American Administration tends to favour restrictions across a much wider
range of dual-use technologies than do the Allies. Consequenlly, the
United States places restrictions on the export of those technologies to

" the Allfes. This 1limits the scope for transatlantic technological

cooperation which so interests European -- and American -- governments
and businesses. Clearly, the dispute over technology transfer is costing
Europe -- and the United States -- a great deal because opportunities for
cooperation are being missed. In other words, dual-use tecinologies
which, precisely because they can have many applications, are being
under-utilised. One respected commentator on Alliance policy matters
described this situation fn the following manner. “In numerous fields,
military and civil technology are getting more alike., That ought to mean
greater scope for the civil exploftation or military technology, and
hence more spin-offs from defence R. and D. (or more spill-over benefits,
in the economist's less dramatic terminology). It ought also to mean
wmore scope for the adoption by armed forces of the fruits of civilian
innovation. In short, better value for defence budgets all round. Yet

governments appear, by some of thefr actions anyhow, to be intent on

actually extending the domain of the “defence-related” or “militarily
critical® into whose mysteries even friends can be admitted only on a
strict “"need to know" basfs. This {s nonsense: and pernictous and
expensive nonsense at that. Unless we keep cur wits about us we could -
squande= opportunities. by {insisting that they be considered problems,
'Dual-use’ }échnologies ought to be giving planners not pain but

 pay-offs*(15
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68. These observations reveal the true costs of the technology
transfer dispute. The European natfons -- and many American businesses
-- argue that tight controls on East-West technology are expensive in
terms of lost exports. The American Administration argues that more
1iberal controls would be expensive in terms of increased funds for
defence R, and D. -- and procurement ~-- to counter a more rapid increase
in Soviet military capability. But both points of view ignore the costs
of not agreeing on 2 common export policy: unnecessary duplication of R.
and D. in both civil and military sectors; inhibiting of cooperative R.
and D. efforts; lost opportunities through the under-exploitation of
technology. :

69. A unified ‘approach to East-West technolgy transfer is essential.:
Without it, the Alliance bears the -- literally -- incalculable cost of
under-exploiting its technological resources. That suggests that for
both the Unfited States and the Allfes, it would be worthwhile making more
sacrificas than they are prepared to make at present. Quite simply, all
parties must realise that they have much to gain by achieving a
compromise on East-West technology transfer. The Alliance must agree to
_ draw the 1ine -~ or lines -~ somewhere on what can and cannot be exported

to the Eastern bloc. It matters more that a line be drawn than where
that line is. By agreeing on a common externmal ziport policy, the.
Alliance could then liberalise intra-Allfance trade policies and reap the
benefits that new technology offers.

70. In order to make a compromise as attractive as possible, a major
effort should also be made to promote and coordinate the Allfance's
exploitation of technology. This could be embodied in an Alliance
Technology Agency whose purpose would be to establish the ground rules
for intra-Allfance technology transfer, coordinate civil and military R.
and D., and stimulate hmontion. This Agency could also perhaps assume
COCOM's dutfes.

n, Essentially the agency could provide an R. and D. information and
coordination service for the Alliance nations. By studying the shape and
scope of varfous national programmes, the agency could suggest
“trade-off” projects to alleviate the difficulty of choosing the lead
nations in particular R. and D. efforts. For instance, taking the
example of the cryogenic wind tunnel discussed earlier, it would be much
easier to select a host nation for the project if the other participating
natfons’ could be offered the opportunity of 'hosting other projects in
other fields. The agency could act as a “clearing house® for R. and D.
proposals fron governments by notifying the relevant competent bodies in
each Alliance nation of R. and D. requirements. By monftoring R. and D.
activities in each nation, the agency could also identify opportunities
for collaberation which otherwise might go unnoticed. The agency could
also suggest 4 “division of labour" in R. and D. areas. The Working
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Group on Technology, Growth aid Empioyment established at the 1982
. Versailles Summit Meeting has already successfully performed this

function in several areas. In advanced robotics for {instance, it has
subdivided research such that Germany and the United States concentrate
on civil engineering applications, Italy on spacz applications, and the
United Kingdom and France on wmining applications. The agency could
propose such divistons of labour on am Alliance-wide basis across a
variety of technologies. Furtherwore, if industrial R. and D. efforts
and requirements were reported to the agency, these could be coordinated
with public and private programmes in other nations. The agency should
also employ -- on its staff or as consultants -- people with expertise 1n
a2 variety of high techmology businesses to facilitate the agency's
ability to spot research fnitiatives which may be of particular use to
industry. (Academic researchers are often unawere of the potential
applications of their work and an R. and D. lonitor'lng organisation
sould be able to help here).

72, Defining the form, roles and responsibilities of an Alliance
Technology Agency should be accorded the highest priority. A cosmitment
to establish such a body would underline the urgency of solving the
technology transfer dispute. Instead of concentrating on the costs of
achieving a compromise, the Alliance nations -fght start to pecome aware
of the costs of not achieving one.

73. In éonclusion. then, these are sose of thé actions that could be
taken to try to resolve the technology transfer dispute.

(1) The Military Critfcal Technologfes List should be revised to take
account of the foreign avatlability of current.y embargoed technologies.
This should be hased on functional equiva“ence rather than precise
matching of component for component. One estimate suggests that foreign
availabflity could be as high as 858, Even ff this proves to be
exaggerated, an attempt to rationalise the MCTL could allow the more
effective application of enforcement resources and would also decrease
the number of unnecessarily embargoed technologies, theredby reducing
acrimony amnng the Allfes. Also by, reappraising the MCIL, the United
States would then be in a stronger position when attempting to Justify
embargoes. ,

(11) The Allfance natfons should cmto Technology Transfer Bureaux

- with responsidbility for controlling techmology exports. It was reported
last year that in the United States, European companies wishing to
accuire U.S. technology had to deal with 14 different offices  in
Washington. If eéach nation focussed responsibility into one bureau,
international -- and corporate -- negotiations would be streamlined.
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{(111) The Alliance nations should -concentrate on the costs of the
current dispute in terms of lost opportunities for collaboration and all
that that implies. By concentrating only on the direct, short-term costs
of achieving a compromise the Alliance nations are not sufficiently
motivated. They should realise that vh'lle the dispute. continues, the
opportunity costs also continue,

(iv) The Alliance should create an agency to coordinate R. and D.
efforts. If this were created before a compromise {s achieved on
technology transfer, this agency would probably very quickly be able to
provide many examples where technology exploitation is being inhibited.
This would provide additional motivation for the Allfance to settle fts
differences. In any event, .such an agency would facilitate a more
nt'lomllsed Alliance R. and D. effort.

74, The execution of any of" tl\ese policy initiatives would cost
woney, but it would be money well spent. The West's military budgets are
already finflated by prograsmes needed to counter Soviet advances made
with the assistance of MNestern technology. Research and development
. budgets are also inflated by duplication and a lack of coordination.
Economic growth is also being inhibited by the Alliance's failure to
exploit 1{its technological resources to .the full. These policy
initiatives would enable the Alliance to find the optimum balance between
the costs of exportation and the benefits of exploitation. In addition,
they would reduce the scope for intra-Alliance disputes thereby
contributing to Allfance cohesion, Tbe question is not “should the
Alliance implement these policies but “can the Allunce afford not to?"
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For an informative description of many of the following examples
see Richard Perle's “Technology and the Quiet War" Strategic
l.eview Winter 1983 pp.29-35.

*35 Spy Cases in Silicon VYailey Being Probed, U.S. Aide Says"
International Herald Tribune 22-23/10/83.

"High-Tech U.S. Exports Pose Dilesma for Policy-Makers"
Congressional Quarterly 26 March 1983 pp.609-614.

"How Should U.S. Counter 'Steal American' Effort" Chicago Tribune
27 September 1982 Sec. 4 p.6. ' '

“Red Scare Computers "New Scientist 14 July 1983,
*Micros caught in Red Scare® The Sunday Times 1 April 1984,

“West Counts the Cost of Computer Ban" New Scientist 23 February
1984 pp.12-13. T

Ibid.

"Reagan’'s New Trade Ban Scares Europe” The Sunday Times 11 March
1984. Also see “High-Tech Embargo Gfves Free Range “Cowboys ' "
Financia) Times 15 March 1984, “Eyropeans Angry Over U.S. Moves
For New Technology-Export Curbs “International Herald Tridune 24
Jenuary 1984, and "WP Protests at "Unfalr' U.S. Curbs® Financial
Times 14 April 1984,

*U.S. Export Curd Proposals Draw Fire From Business” Financial
Times 24 April 1984. See also “Congressmun, Defence UfTiclal
UTash Over Curbs on MNigh-Tech to Soviet" International Merald
Tridbune 21-22 January 1964,

This analysis 1s dram from & prepared statement by Dr. Angela E.
Stent presented in "The Premises of East-West Commercial
Relations” Report of a YWorkshop sponsored by the Cosmittee on
Foreign Relations, United States Senate and. the Congressional
Research Service. CP 1561 December 1982. pp.159-164,

Much of the data and argument presented in paragraphs 50 to 52 1s

drawn from “"The High-Tech Challenge®, Time 16 July 1984
pp.26-31., and coilection of articles in the Wall Street Journal,
31 Jawary 1984 covering a conference of Furopean chief

- executives.

“Europe’s Tunnel Visfon® Flight Internatfonal 5 May 1984, p.1189,
Europe’s High-Tech Struggle” Newsweek 28 March 1964 pp.8-13.

David Greenwood "Technology Transfer - The Policy Problee® NATO's

Stxteen Nations Feb.March 1984 pp.65-68,
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Appendix
Resolution 156
On Technology Transfer
The Assembly,

stressed the need to formulate a coherent All{ance
approach to the export of high technology goods to the Eastern bIoc;

Comcerned by the acisition and exploitation of Western

Recall{ fts 1983 Resolution (146) on East-West Technology
Transfer, whi E

‘technclogy by the Lastern bloc 12 enhance Soviet and Warsaw Pact military

capabilities;

g that the flow of Western technology to the Eastern bloc
mist not permitted to compromise Western security;

Yelcomi recent agreements at the Co-ordinating Committee on
Multilateral Export Controls (cocan for regulating exports of certain
MMogh technology items;

Convinced that actfons must be taken outside the COCOM framework
iu"or:hr to harwonise fully the Alliance mtions Mgh-technolog,y export
po cles ;

Aare of difference of opinion between Allfance nations over the
© export of high-technology goods;

Concerned that these dimm\cu of opinion are restricting the
transfer of technology between the Alliance nations and 1imiting
opportunities for collabontion in high-tachnol projects;

Disturbed by mesury ‘duplication in Alance civﬂ and

" military sun:li and development efforts;

: f.‘.t LFY ] .-" t‘r . . ‘. v‘: ------ { K
o

hmadod that a more rationalised Allum research and

development effort would be factlitated by | resolving the different
approuches to high technology exports;:

Recognising that although the Assembly’s Sub-Committee on
o ogy and Technology Transfer hes only Just started 1ts
wrk. 1t 1s st1)) convinced that immediate action can bo uten.
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Appendix
Resolution 156
On Technology Transfer
The Assembly,

" Recalling its 1983 Resolution (146) on East-West Technology
Transfer, whi l"i stressed the need to formulate a coherent Alliance

" approach to the export of high technology goods to the Eastern bloc;

Concerned by the acquisition and exploitatich of Western
technology by the Eastern bloc to enhance Soviet and Warsaw Fact military
capabilities;

. Agreed that the flow of Western techmology to the Eastern bloc
must not permitted to compromise Western security;

Welcomi recent agreements at the Co-ordinating Committee on
Multilateral Export Controls (COCOM) for regulating exports of certain
high technology items; but

Convinced that actions must be taken outsido the COCOM framework
1n‘ or:ler to harwmonise fully the Alliance notfons' high-technology export
policies ;

Mre of diffarence of opinion between All{ance natfons over the
export of high-technology goods;

Concerned that these differences of opinfon are restricting the
transfer of technology between the Allfance nations and limiting
opportunities for colhboration in high-technology proJects.

) Disturbed by unmnecessary duplication 1in Alliance civil and
lﬂiury research and development efforts; ,

Persuaded that a more. rationalised Allfance research and

development effort would be facilitated by resolving the different

. approaches to high technology exports;

Recognising = that although the - Assembly's Sub-Committee ‘on
Advance ogy and Technology Transfer has only Jjust started {ts
work, 1t is sti11 convinced that immediate action can de taken;
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URGES member governments of the North Atlantic Alliance:

to consider the added expense, in terms of effort and resources, of
the disagreement on technology transfer policies, and to assess the
savings and benefits of reaching a compromise on these policies;

to consult with the United States in a reappraisal of the Military
Critical Technologies List in order  to decrease restrictions on
technologies which are already available outside the United States;

_ to consider the creation, in each Alliance nation, of a Technology

Transfer Bureau to assume overall responsibility for dealing with
Mgh-uchnology exports, and to report their views to the Assembly;

to consider the creation of an Alliance Technology Agency to
harmonise research and development in the Alliance nations in order
to rationalise the Allfance research. and development effort by

identifying opportunities for collaboration and reducing unmnecessary

duplication, and to report to the Assembly on the action taken.
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